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Abstract. This research assesses the determinants of Millennials protection motivation (or
security intentions) on their actual use behavior when navigating online, considering the
protective measures they adopt. Accordingly, we propose a model integrating variables
from two widely accepted behavioral theories, the Protection Motivation Theory and the
Reasoned Action Approach. An online survey was conducted, relying on the responses of
236 participants from different nationalities, which were analyzed through hierarchical multiple regression. Results show a gap between security intentions and use behavior and indicate safety habit strength and actual control as significant predictors of Millennials’ use behavior. By focusing not only on the users’ behavioral intentions but also on their actual use
behavior, this research seeks to extend the previous literature on the topic.
Keywords. Online Security; Protection Motivation; Reasoned Action Approach; Security
Intentions; Use Behavior.

1 Introduction
Considering the strong impacts of cybercrime related activity, its causes, drivers,
and effects have been widely studied (e.g., Anderson et al 2013; Lagazio et al
2014; Romanosky 2016). A review of the literature suggests that although cybersecurity is a very current and commonly studied topic, most research is centered
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on the implications for organizations (Saridakis et al 2015). As mentioned above,
unlike employees in a work setting, home users are not subject to training (Anderson et al 2010), and often are not aware of the risks of using the Internet, as they
do not have any knowledge preparation for their online journey (Kritzinger et al
2010). Moreover, as stated by Anderson et al. (2010; p. 613), this type of user
“represent[s] a significant point of weakness in achieving the security of the cyber
infrastructure”. Thus, home users are an interesting area of study.
A study from the European Commission (2017) states that 51% of the European
citizens do not feel well informed about cyber threats and, as mentioned above,
86% believe the risk of becoming a victim of cybercrime is currently increasing.
These values reveal that most individuals do not feel prepared to face these current
threats that result from their personal experiences, other persons’ experiences, and
the news media (Tsai et al 2016). Furthermore, the user lack of knowledge relative
to cybercrime touches upon another widely mentioned topic in the literature review which is cybercrime awareness. According to Dodge et al. (2007), varying
awareness is hard to characterize due to the ‘user’s individual nature’. Since several models have been proposed to study the individual’s threat perception (Kritzinger et al 2010; Poepjes et al 2012), it is noteworthy to instead analyze its influence on the user’s behavioral intention and actual protective behavior. Current
approaches include the Rational Choice Theory (RCT), the Reactance Theory, and
the Justice Theory. As an alternative, Rogers (1975, 1983) has proposed the Protection Motivation Theory (PMT), which is based on the Theory of Reasoned Action (Fishbein et al 1975).

2 Protection Motivation Theory
Commonly found in academic literature (e.g., Boss et al 2015; Crossler et al
2014), the Protection Motivation Theory (PMT) seeks to explain the reasons that
lead to protective behaviors and how individual users undertake those behaviors
(Rogers 1975, 1983). The PMT has gained many supporters as it has been extended to understand the drivers for online safety behavior, namely in the context of
individual users, as it accounts for the discrepancy between realizing threats and
taking protective actions (Tsai et al 2016). The model states that protective behaviors are motivated by Threat Appraisals, determined by the user’s perceived vulnerability and susceptibility to risks, and Coping Appraisals, based on selfefficacy, response efficacy, and response costs associated with safe or adaptive
behaviors. Also, Tsai et al. (2016), established a strong link between behavior intentions of home users and online habit strength, as in accordance with LaRose et
al. (2007). Most published research seeks to comprehend and predict Security
Awareness and, consequently, Security Intentions (e.g., Boss et al 2015). However, there is a literature discrepancy related to security related behaviors. This translates into the absence of further research that analyzes how home user’s Protection
Motivation (or Security Intentions) convert into actual Use Behaviors when using
the Internet. Boss et al. (2015) wrote about this issue, but even so, his study focus-
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es mostly on Fear Appeals instead on the actual study of the individual’s Use Behavior. Consequently, it is important to further comprehend the models that attempt to explain people’s actual behavior, in order to understand the effect of behavioral intentions on the user’s behavior. From the literature, the most important
models for studying individual’s behavior are the Theory of Reasoned Action
(TRA) and the Theory of Planned Behavior (TPB), both of which aim to predict
individual’s behavior based on intentions and pre-existing attitudes (Fishbein &
Ajzen 1975; Saridakis et al 2015). From these theories, many more have been derived. One of the most widely studied is the Reasoned Action Approach (RAA).

3 Reasoned Action Approach
The Reasoned Action Approach (RAA) was first described by Fishbein and Ajzen
(2010), the same authors of the Theory of Reasoned Action (Fishbein and Ajzen
1975) and the Theory of Planned Behavior (Ajzen 1991). The RAA has been
commonly used to predict people’s behavior in diverse areas, such as Health
(Conner et al 2017), Agriculture (Hulst et al 2016) and Consumer Behavior (Liu et
al 2017). In terms of online behavior, its applications have been extended to the
study of several areas ranging from online shopping behavior (Chang et al 2005
Zhou et al 2007), the adoption of social networks (Pinho et al 2011), and online
banking (Hanafizadeh et al 2013). According to this theory, Attitudes, Perceived
Norms, and Perceived Control guide the user’s behavioral intentions and actual
behavior. Also, Behavioral Intention is stated to be the best single predictor for
Use Behavior, since the strongest intentions have the greatest probability of transforming into actual behaviors. Equally, the RAA also states that Use Behavior is
moderated by the variable Actual Control, which includes the user’s skills, abilities, and environmental factors (Ajzen and Fishbein 2010). As stated in this theory, people are only able to perform a certain behavior if they have the requisite
skills and abilities, and if there are no environmental constraints preventing them
from acting on their specific behavioral intentions. In brief, intention is described
as a strong predictor for Use Behavior. However, current literature is not able to
fully explain the influence of Protection Motivation on Millennials’ Use Behavior.
Also, published literature does not consider other variables which might be influential at predicting Use Behavior applied to this field of study.

4 Development of the Research Hypotheses
Considering the gap identified in the literature review, the suggested research proposal focuses on understanding the influence of Protection Motivation (or Security
Intentions) in the Use Behavior of home users in terms of the security measures
they adopt. Also, it was considered that context and external factors such as age,
gender, and experiences might have an influence in adopting certain security precautions (Ajzen and Fishbein 2010). For that reason, Cohort Theory was used, allowing for a greater understanding of the actual behavior of a specific generation
as generational cohorts differ not only in age but also in education, relationship
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with peers, and past experiences (Ryder 1965). Therefore, for the purpose of this
research we will follow the generational cohorts proposed by Brosdahl and Carpenter (2011). The cohorts considered are Baby Boomers (born from 1946 to
1960), Generation X (from 1961 to 1981), and Millennials (from 1981 to 2000).
Moreover, knowing that Millennials are most likely to fall for cybercrime than any
other generational cohort, (Federal Trade Commission, 2018), we will focus this
study on this specific generational cohort. Consequently, our research question
should be formulated as: How does Protection Motivation (or Security Intentions)
affect Millennials’ online Use Behavior? Specifically, which other factors may influence their Use Behavior?
To respond to our research question, we combined variables from two models, the
Protection Motivation Theory (PMT) and the Reasoned Action Approach (RAA),
with the goal of analyzing the existence of discrepancies among Security Intentions and Use Behavior and which other variables may influence Millennials Use
Behavior, in the context of security precautions adopted by home computer users.
For the purpose of this research, Threat Severity was considered as a representative of Threat Appraisals, as some authors have already described it as an important predictor of Security Intentions (Zahedi et al 2015). However, there are
some contradictory research results on the significance of this variable as a predictor for Protection Motivation (Tsai et al 2016). As for Coping Appraisals, the variables considered were: Response Costs, Response Efficacy, Subjective Norms,
and Safety Habit Strength. Response Costs should evolve in the opposite direction
of Protection Motivation, as individuals will show a greater intention to perform
protective measures when costs are lower (Tsai et al 2016). According to Response Efficacy, the more effective a behavior is perceived to be, the more individuals will intend to adopt it. Subjective Norms relate with the influence that individuals have on each other (Ajzen 1991). Safety Habit Strength is related with
an individual’s routine of performing protective behaviors (Tsai et al 2016). This
leads to hypotheses H1a, H1b, H1c, H1d, and H1e, as follows.
H1a: Threat Severity increases the Protection Motivation of Millennials.
H1b: Response Costs decrease the Protection Motivation of Millennials.
H1c: Response Efficacy increases the Protection Motivation of Millennials.
H1d: Subjective Norms increase the Protection Motivation of Millennials.
H1e: Safety Habit Strength increases the Protection Motivation of Millennials.
As we are considering Millennials’ Protection Motivation, the model should also
seek predict the user’s overall Use Behavior in terms of the security measures
he/she adopts when navigating online. The next step was to study the influence of
Millennials’ Protection Motivation on their Use Behavior. This leads to hypothesis
H2, as presented below.
H2: Protection Motivation positively affects Millennials’ online Use Behavior.
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As for the RAA, it is described by the authors as a unified approach that accounts
for any behavior, and should therefore also be applicable to our Research Question
(Jansen et al 2017). In 2017 Jansen and Schaik combined the PMT and RAA to
study the precautionary behavioral intention in online banking, and concluded that
the variables of the integrated model are strong predictors for that specific research topic. Following this rationale, by considering variables present in both the
PMT and RAA, we expect that the model created has good explanatory power. As
the main objective of this paper is to explain which variables may affect the Millennials’ Use Behavior, the variable Actual Control was incorporated. Actual Control includes the user’s relevant skills, abilities, and environment conditions that
may act as barriers or facilitators for behavioral performance (Fishbein and Ajzen
2010). This leads to hypothesis H3, presented below.
H3: Actual Control positively influences Millennials’ Use Behavior.
Considering the discrepancies between the user’s Actual Control and what he/she
perceives, it is also imperative to incorporate in the model a variable that translates
the Perceived Control. In current literature this variable is described as the perception about being able to control one’s own destiny, and thus, claim responsibility
for one’s own actions (Workman et al 2008). Also, this variable has been incorporated by some authors in the PMT (Workman et al 2008). A high Locus of Control
may imply a greater sense of responsibility for online safety (Jansen et al 2017).
Based on this, we arrive at hypothesis H4, as follows:
H4: Locus of Control positively influences Millennials’ Use Behavior.
Lastly, considering that a positive attitude toward a certain behavior is considered
to positively influence that behavior (Fishbein and Ajzen 1975), the variable Attitude toward Online Safety (Attitude TOS) was incorporated in the model (Figure
1). This leads to hypothesis H5, as presented below:
H5: Attitude toward Online Safety positively influences Millennials’ Use Behavior.

Fig. 1: The research model based on the Protection Motivation Theory (Rogers 1975) and
the Reasoned Action Approach (Fishbein and Ajzen 2010).
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5 Methodology
Our research was conducted through a web-based survey constructed with
Qualtrics software. We considered 236 valid respondents (from 267): 71.6% were
female and 26.4% were male; 75.8% had a Bachelor’s degree or higher; 22
countries were represented in the sample (including 55.9% of respondents from
Portugal, 9.3% from the USA, 5.1% from France, and 3.4% from Germany). The
variable Threat Severity was modified from Liang and Xue (2010) and Tsai el al.
(2016), and the items were measured using the same scale used by those authors;
Response Efficacy was modified from literature of the same authors; Subjective
Norms was adapted from the research of Anderson et al. (2010) and Tsai et al.
(2016); Response Costs was based on the research of Liang and Xue (2010);
Safety Habit Strength was adapted from Venkatesh et al. (2012) and Tsai et al.
(2016); Protection Motivation (or Security Intentions) was modified from the
research of Agarwal (2010), Liang and Xue (2010), and Tsai et al. (2016); Actual
Control was self-developed according to the definition of Ajzen and Fishbein
(2010); Attitude toward Online Safety was adapted from Mishra et al. (2014);
Locus of Control was adapted from Workman et al. (2008); and, finally, Use
Behavior was derived from the Protection Motivation variable, but focused on the
user’s current behavior instead of intentional behavior. For each variable, a
Cronbach’s Alpha was computed as a measure of reliability. The values obtained
were greater than .70, which translates into a satisfactory level of internal
consistency.

6 Results and Discussion
Previous research supports that variables such as Response Efficacy, Subjective
Norms, Response Costs, and Safety Habit Strength could predict individual’s intention to undertake protective measures when navigating online (Tsai et al 2016).
Similarly, our research suggests that Response Efficacy, Subjective Norms, and
Safety Habit Strength are good predictors for Millennials’ Protection Motivation.
However, the same does not apply to Response Costs, considering that in our results this variable has little effect on Millennials’ Security Intentions. As for the
variable Threat Severity, past research is contradictory, as some authors believe
that the variable has a negative significance when predicting Security Intentions
(Tsai et al 2016) and others state that the variable has no explanatory power. Our
research suggests that this variable is not a significant predictor for Protection Motivation, as suggested by LaRose et al. (2007).
The main objective of this research was to understand the impact of Protection
Motivation (or Security Intentions) on Millennials’ Use Behavior when navigating
online in terms of the protective measures they adopt. As described in hypothesis
H2, although Security Intentions positively influence Use Behavior, this research
has found that there is a gap between the two variables, considering that Protection
Motivation explains only partially the variation of Use Behavior (approximately
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29.9%). This being the case, this research has also focused on explaining which
factors may give rise to this variance between behavioral intentions and actual behavior. According to our findings, even though the variables Threat Severity, Response Efficacy, and Subjective Norms are good predictors for Protection Motivation (Model 1), the same does not apply when estimating Use Behavior. As seen
in Model 3 and Model 4, from the variables initially used in the PMT to estimate
Protection Motivation, Safety Habit Strength revealed to be the only strong predictor for Use Behavior. These conclusions are rather interesting, meaning that Millennials do consider these five factors when deciding on a behavior. However, later on, Safety Habit Strength becomes the only significant factor they rely on when
behaving in a certain manner. Results are shown in Tables 1 and 2.
Additionally, new factors were added to the analysis to optimize our ability to explain Use Behavior. As stated in hypothesis H3, Actual Control was found to be a
good predictor for Use Behavior, as it was able to increase our ability to explain
the dependent variable to 36.3%. As shown by Model 4, the user’s skills, abilities,
and environment play an important role in explaining Use Behavior. Lastly, hypotheses H4 and H5 were not supported by Model 4, and consequently, Perceived
Control (Locus of Control) and Attitude toward Online Safety are not able to further explain the variation of Use Behavior. However, as stated above, there is a
positive correlation between Use Behavior and the two variables Attitude toward
Online Safety (r = 0.321, p < .01) and Locus of Control (r = 0.211, p < .01), which
can indicate that these variables may have been suppressed by the others.
Variable
(constant)
Response Efficacy
Subjective Norms
Safety Habit Strength
Response Costs
Threat Severity

B

S.E.

β

T

Sig.

.971
.201
.180
.220
.015
.148

.074
.052
.047
.047
.078

.178
.227
.280
.020
.117

2.731
3.465
4.674
.326
1.904

.007
.001
.00001
.745
.058

R = .555

R2 =. 309

Adjusted R2 = .293

Table 1: Regression with Protection Motivation as the dependent variable.

7 Conclusion
This research was able to establish a gap between behavioral intention and actual
behavior in terms of protective measures that Millennials adopt when navigating
online. In addition, the model formulated was able to determine that Safety Habit
Strength and Actual Control, which include individual’s skills, abilities, and the
environment factor, are significant when explaining Millennials’ Use Behavior.
One important limitation is that measuring Use Behavior can be quite challenging,
as users might not be totally honest in the way they express their actual behavior.
These findings can contribute to improving the overall security of the cyberspace
as it becomes easier to influence Millennials adopting a safer online behavior.
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