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ABSTRACT

Purpose: This research examines the implementation challenges and benefits of transitioning to a paperless
validation system as part of a Quality 4.0 initiative within a Medical Device manufacturer in order to address a
gap related to such studies in the literature.

Methodology: This research was conducted using a case study executed in a large medical device manufacturing
facility. The study followed the successful implementation of a digitalised validation system using the Design for
Six Sigma methodology to move away from a heavily paper-based validation process as part of the site Quality
4.0 strategy.

Findings: Digitalised validation systems have benefits, including more sustainable processes with the elimination
of paper, a streamlined review and approval process, and the successful management of data integrity for large
volumes of validation data while also decreasing opportunities for audit findings. The challenges encountered by
the site during implementation were ensuring end users of these systems had adequate training, overcoming
resistance to change, upskilling, and maintaining well-managed change communication.
Limitations/Implications: This study was conducted at a single site, but the research enables documentation of an
unprecedented longitudinal case study conducted over a 2-year implementation and 1-year post-implementation
period and gives unprecedented insight into the practical challenges of deploying paperless validation systems in
a large medical device manufacturer. The study also makes a contribution to knowledge sharing within the
Medtech industry.

Originality/Value: This research project is one of the first longitudinal studies in a large medical device manu-
facturer to document a Quality 4.0 case study around transitioning to a paperless validation system in a regulated
industry and thus fulfils a gap in the literature. Medtech professionals can leverage the work to benchmark the
challenges and benefits of paperless validation in maintaining and improving regulatory compliance, quality,
environmental sustainability and employee morale.

1. Introduction

increases, so do the requirements the manufacturer must comply with,
along with providing a greater level of objective evidence to prove the

The global medical device market was worth $536.12 Billion in
2022; this was an increase from $455.34 Billion in 2021 [1]. Each global
jurisdiction will have its own set of regulations with which medical
device manufacturers must comply in order to receive approval and
legally release their products to that market [1]. Both the EU’s Medical
Device Regulations (MDR) and the US Food and Drug Administration’s
(FDA’s) Code of Federal Regulations (CFR) use a risk-based approach
with regard to device classification. As the device risk category
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safety and efficacy of the device [2]. Increased regulatory focus is fueled
in part by recent high-profile recalls and discontinuation of products,
which harmed users. Manufacturers were aware of the issues but failed
to respond in a timely manner [3].

Manufacturers are mandated to validate their manufacturing process
design through a qualification process and a final validation qualifica-
tion, which can usually cause a slowdown in process changes [4,5]. As a
result of this, manufacturers are trying to optimise the overall validation
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process via digitalisation whilst producing adequate and compliant data
which can meet the regulatory data integrity requirements. The need for
this has driven an industry in itself as the use of electronic Quality and
Validation systems within the industry is constantly advancing. Quality
4.0 is driving innovation within the medical device world with regard to
paperless systems [6]. While other industries are highly regulated also
aside from the Medtech industry, such as the Automotive industry, the
Medtech sector and its products (i.e. devices) make it very difficult to
“recall” or “service” a device once it has been shipped from a
manufacturing facility and utilised on a patient or by a patient. While
both of the aforementioned sectors have the opportunity to cause huge
safety risks and potential injury in their end customers should they
malfunction, or be misused, medical devices by their nature can be used
in surgical procedures, can be implanted in the human body and are
often used to aid treatment and diagnosis of various diseases and con-
ditions. Thus, the requirement to minimise risk in their manufacture and
design for use is very stringent and results in a very high regulatory
burden.

Manufacturers must also adhere to Good Documentation Procedures
(GDP) and maintain Data Integrity [7,8]. Manufacturers are also
responsible for ensuring that all personnel are aware of and adequately
trained on the relevant regulations and policies on data integrity, along
with ensuring that they have an understanding of the importance of such
[9]. The sheer volume of data generated during the entire validation
process can prove hard to manage [10]. A number of manufacturing
sites need to utilise offsite storage for documents as it is only sometimes
possible to maintain the documents onsite due to space restrictions and
the volume of documents generated. In an audit situation, the auditor
expects documentation to be available for review within a short time-
frame once they have requested it [4]. This can lead to issues in a
compliance audit with regard to documents being presented in a timely
manner. There is also the risk with a paper-based system for documen-
tation missing risk is also present that the documentation is inadver-
tently damaged or destroyed [10,11]. The move to a digitalised
validation system can provide a number of protections against the issues
mentioned above. Regulatory requirements are constantly evolving, and
as the industry has seen with the new European Medical Device Regu-
lations (MDR), there is a requirement for far greater levels of data in
order to meet their risk/benefit ratio and safety claims [3].

Manufacturers must ensure that the Quality Management Systems
(QMS) and validation processes are capable of evolving to meet the new
requirements while ensuring they can meet the data integrity re-
quirements across all aspects of the device lifecycle. Utilising Lean Six
Sigma (LSS) methods can aid the design of new processes and the
continuous improvement of existing ones. LSS, coupled with the
implementation of Industry 4.0 and Quality 4.0 technology and tools,
can deliver improvement in quality and enhance productivity [12].
There are several examples in the literature where the benefits of
paperless systems within both Medtech and other industries as part of a
Quality 4.0 strategy have been highlighted and discussed [6,11,13].
Maintaining their market authorisation is critical for Medtech manu-
facturers, and the FDA has issued warning letters and observations
related to unavailable/inaccessible documentation to many manufac-
turers in recent years [14,15] and this is an area which could be resolved
via a digital validation system.

However, there are no longitudinal case studies documenting the
challenges of implementing paperless validation systems within a
Medical Device manufacturer. This study can aid manufacturers in
optimising their validation processes whilst producing adequate and
compliant data that can meet regulatory data integrity requirements
[16]. This shortage of case study literature related to Industry 4.0
deployment within the Medtech and Pharma sectors [10,11]; prevents
important sharing of deployment and technology best practices in
increasing the adoption of digitalisation [13,17].

The organisation in which this case study research is based is a
medical device manufacturer that has been implementing a paperless
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validation system for over 2 years. The research aims to:

1. Ascertain if implementing a paperless validation system has a
positive or negative impact on compliance and the organisational
stakeholders.

2. Detail the challenges faced by manufacturers in designing and
implementing a paperless validation system while maintaining reg-
ulatory compliance.

Section 2 outlines the literature review, Section 3 explains the
methodology, Sections 4 and 5 present the results and the discussion,
and Section 6 summarises the conclusion.

2. Literature review
2.1. Quality 4.0 adoption in the Medtech sector

The FDA released 21 CFR Part 11: Electronic Records and Electronic
Signatures in 1997 [18] to regulate and prescribe electronic records and
data and to keep in line with technological innovation. Since its release,
the technologies within the medical device and pharmaceutical in-
dustries have advanced massively with regard to digital data, both in
terms of how data is collected and used [19]. Over the last number of
years, terms such as "Industry 4.0" and "Quality 4.0", along with "Med-
tech 4.0" and "Pharma 4.0", become commonly used with regard to
digitalisation in the sector [10,11]. Trubetskaya, Manto and McDermott
[19], discussing the adoption of Lean systems within the Irish Medtech
sector, stated that manufacturers will need to “embrace digitalisation” in
order to stay ahead of their competitors.

The implementation of Quality 4.0 technologies within the industry
will need to prioritise patient safety as the number one driver when
deciding on the implementation of new technologies. Quality needs to
be the foundation stone of any medical device or medicine to ensure a
successful launch to market [1,18].

2.2. The requirement for validation in Medtech

Validation is required for all systems and processes where the stated
performance or quality of a manufacturer’s device could be affected [9,
20,21]. The validation programs implemented by manufacturers need to
provide a high degree of assurance that a specific process, method or
system will consistently produce a result meeting predetermined
acceptance criteria in order to ensure the safety and efficacy of the de-
vice. The validation processes in Medtech are often seen as cumbersome,
especially when dealing with the regulatory side of the process [4,19].
Manufacturers often claim that their innovation pipelines need to be
completed on time due to the additional requirements being laid upon
them as the regulatory landscape changes [22]. Continuous Improve-
ment projects are often undertaken within the industry as a method of
both streamlining a process and / or eliminating a known issue or po-
tential issue [23]. If there is a change to the process, it needs to be
managed under a company’s change control process in order for it to be
accurately risk assessed, reviewed and approved [24]. However, as a
result of this process, it has been identified that the potential of addi-
tional validation activities is one of the main critical failure factors for
continuous improvement projects within Irish Medtech companies,
along with the potential for additional regulatory submissions [1]. In
one case study on applying Lean Six Sigma methods to solve a problem
in a Pharmaceutical facility, a corrective action to address the "real" root
cause of a process issue was not implemented as it would have required
revalidation of the process and regulatory submissions [25]. A recent
case study compared the application of Lean Six Sigma methods to a
process in a medical device company with a technically similar process
in an electronics company; the results of the study concluded that there
were significant delays in the regulated process when compared to the
unregulated one. The authors also noted that while the validation



O. McDermott et al.

process for the regulated product took time, as did the regulatory au-
thority approvals, it was the paperwork associated with the validation
that took up the majority of the effort [4].

2.3. The impact of digitalised validation processes

Digital systems can be an excellent source of quality data as their
functionality permits the review of real-time data, which leads to more
accurate quality decisions. However, it is imperative that they are
designed, validated, and used correctly [26]. However, it also must be
acknowledged that within these industries, change can be slow with
regard to implementing new technologies, and manufacturers often lay
this blame on complex regulatory processes [27]. Cloud computing and
the Internet of Things (IoT) are also terms that frequently arise when
reviewing the data available for Industry 4.0 and Quality 4.0. This can
apply across a number of fronts with regard to device manufacture. As
"sister plants" can now be digitally linked via this technology, the data
generated by these systems can be used to assess and troubleshoot issues
occurring worldwide. Prior to the implementation of this type of tech-
nology, the identification of issues was a far more cumbersome process.
However, these systems can produce advanced analytical data that is
available in real-time for analysis, and as a result, these systems can
facilitate the quick identification of any negative trends that may be
developing [28]. The fast identification of these negative trends does not
just benefit the quality team; it has a benefit to the entire process, which,
if managed correctly, can result in more robust analysis and failure in-
vestigations along with facilitating the quicker implementation of
corrective actions [27].

The introduction of Industry 4.0 technologies and Quality 4.0 prac-
tices can assist manufacturers with some aspects of the regulatory pro-
cess, such as the introduction of paperless validation systems [5]. These
systems can lead to a centralised database for all design, validation and
quality information and remove the risk of documents going missing.
Paperless systems, when installed and validated correctly, also provide
the necessary protections around real-time execution and provide an
audit-trailed method of ensuring data integrity [29].

One common thread across the literature is the advice to move to-
wards digital systems in order to help deal with the additional volumes
of data required in order to navigate the worldwide regulatory land-
scape successfully. Manufacturers who manage their Quality Manage-
ment Systems (QMS) digitally can recoup many benefits not only with
regard to quality but from a cost perspective also [10,11,19].

While the implementation of digital systems can be transformative
with regard to collecting and managing data, it must also be acknowl-
edged that the regulations themselves will also require updates in order
to manage the assessment of the various technologies [30]. Kheir’s
paper aligns with the 2022 whitepaper by Miiller, which also ac-
knowledges the fact that the regulatory process can hamper the imple-
mentation of digitalised systems [31]. However, the FDA is increasingly
embracing digitalisation and producing guidance to encourage manu-
facturers to adopt it [32].

2.4. Challenges to digitisation

It has been noted that as Industry 4.0 technologies come online, they
may be seen in the industry as disruptive as they will require the man-
ufacturer’s quality system to adapt and embrace the paradigm shift
away from the traditional QMS structures [33]. identified the impor-
tance of involving the Quality department from the initial concept stages
of planning for the implementation of a digital system. The importance
of developing a cross-functional team and involving all members of the
team from the initial planning stage is vital if the manufacturer wants to
successfully implement a digitalised system, [11]). Larger companies
will have an advantage over smaller or startup companies with regard to
the implementation of digital systems, given their larger revenue stream
[34]. Digitalised platforms are software-based and will constantly
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require updates either from a cyber security or additional functionality
perspective; this can add an additional hurdle, especially to smaller
manufacturers, as there is a cost associated with the maintenance of
digitised systems [13]. Managing the regulatory expectations for intro-
ducing new technologies can also be problematic for startup companies
from both a cost and an expertise perspective [35]. Due to the cost
associated with the implementation of any digital system, the ground-
work and thorough investigations will need to be performed prior to
investment in order to ensure that the correct product is being used for
the correct function [36]. However, all manufacturers should assess the
implementation of digital systems against the cost of quality along with
the potential benefits that a digitalised system could generate, e.g.,
regulatory compliance enhancement [10]. The emergence and imple-
mentation of new technologies are essential for device innovation,
competitiveness in the market and for patients, but in order for manu-
facturers to maintain compliance, they will have to use an integrated
approach to implementation [37]. This can be achieved by using a
cross-functional department approach. On-going training and
up-skilling will also need to be rolled out to all relevant personnel in
order to ensure that manufacturers are capable of maintaining compli-
ance [38], 2021). The implementation of Industry 4.0 technologies
could make particular skill sets obsolete, but it will create a need for
others [39]. As a result of this, it is imperative that manufacturers invest
in upskilling their workforce and maintaining an adequate repository of
skills in order to manage the transition to Industry and Quality 4.0
technologies [33]. The implementation of digitised systems will also
require the use of various transformational skills such as critical thinking
ability, knowledge transfer and adaptability [40]. In order to success-
fully implement new technologies, it is essential that adequate training
and upskilling will play an integral part in the implementation of digi-
tised systems [41]

It is imperative that manufacturers apply a risk management-based
approach to cyber security and the associated testing in order to
design and qualify devices, with the end result being that they are
protected from cyber-attack [43]. Cloud Computing gives device man-
ufacturers the ability to store data digitally and avoids the need to use
physical servers, which saves on costs [42]. One of the biggest risks
facing IoT and Cloud Computing is hacking, and the potential risk that
proprietary information or patient data (e.g., from clinical data,
post-market surveillance records or device manipulation) could be
breached and leaked is a major concern. When using these technologies,
there is an onus on manufacturers to ensure that cyber security is built
into their systems [43]. Both the FDA and the EU regulatory bodies have
strict requirements surrounding software validation, and they have also
published guidance on these matters, but some see the requirements as
too strict and difficult to implement [41,42,44,45].

3. Research methodology
3.1. Background to the case study organisation

A case study was performed in order to document and demonstrate
the implementation of a paperless validation system that was installed
and qualified by a medical device company, X. While this study is a
single-site case study, the results are deemed generalisable [46]. The
implementation of a digitised system while demonstrating compliance
with global jurisdictional regulations was deemed to be an empirically
rich and inductive example while being somewhat unique and revela-
tory in the absence of any other such studies within the literature [47,
48], The challenge was to implement successfully a new paperless
validation system that was in full compliance with all regulatory re-
quirements with regards to data integrity. The company produces low to
medium-risk medical devices, and the manufacturing process is highly
automated with very little human contact. Any proposed changes in the
process, for example, the introduction of any new equipment, any
changes to existing equipment, any new or changes to raw materials, any
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changes to critical utilities (e.g., compressed air or purified water) un-
dergo a lengthy, comprehensive, multifaceted Subject Matter Expert
(SME) review and risk assessment prior to implementation. This level of
assessment obviously creates an extremely high volume of paper. Prior
to the implementation of the system, the folders were stored either
onsite in a fireproof storage location (which had limited storage space)
or were managed offsite by a contract storage facility. The company
identified a number of gaps with the process, such as, in audit situations,
the time taken to retrieve a document stored offsite. While some auditors
accept scanned documents to review, some prefer to review the original
format. The risk of paper files going missing is a constant headache for
those in the industry; the full qualification of a new system can easily
produce tens of thousands of pages of data. While there are strict pro-
cedures in place with regard to document safety and storage, the human
error element is always a risk. Documents can go missing, and if not
located, they present a major compliance issue for the company, which
was analysed from the "Cost of Quality" aspect. Project timelines were
also a factor, as the research conducted by the company on how to
improve the validation process led to the conclusion that the imple-
mentation of a digitalised validation system would result in a more
streamlined validation process. While the main driver for the imple-
mentation of the new system was compliance, there was also a need to
acknowledge that cost savings also factor into the decision-making
process. In order to put safe and compliant devices on the market, de-
vice manufacturers need to remain profitable. Therefore, the cost of
creating the data and storing it was also a major driver in the imple-
mentation of the new system.

3.2. Design for six sigma methodology

To implement the system, the project team utilised a design for Lean
Six Sigma or DFLSS methodology. LSS methodology has been deployed
in the organisation for over a decade and was deemed an effective
method for the continuous improvement and design of a new digitised
process rather than the improvement of an existing paper-based process.
The existence of a LSS program has been demonstrated to be an
important precursor for the success of any digitalisation project [49,50].
The Define, Measure, Analyse, Design, and Improve or DMADV struc-
tured approach of DFLSS from the voice of the customer capture in the
Define phase through to the design and implementation of a new process
was deemed the appropriate methodology. DFLSS and LSS have been
proven in many industries, and DFLSS, in particular, has been utilised
within the Medtech industry [51,52].

In particular, as this project involved the design of a validation sys-
tem which was completely new to the organisation, and a major tech-
nological change involving many stakeholders, including the Regulatory
authorities who represented patient safety, DFLSS was deemed the best
approach. DFLSS enabled the completed redesign or introduction of a
validation system rather than a process improvement which would have
been more suitable to the DMAIC approach [53].

Incorporating Industry 4.0 technology has been proven to comple-
ment LSS to aid in waste elimination and improving Quality [11]. The
following tools were utilised in each of the DFLSS stages to design and
improve a digitised validation system (Table 1).

4. Results
4.1. Defining and measuring the problem

Company X is a large-scale, heavily automated medical device
manufacturer that operates in a highly regulated environment. The
company generates thousands of validation documents at the Irish site
every year as a result of several high-investment projects, which have
seen the introduction of several new manufacturing lines, new facility
systems, and various other system upgrades. The associated large vol-
umes of validation documentation must be maintained as part of a QMS
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Table 1

DFLSS Phases and tools utilised.
Phase Tools applied
Define Process Mapping

Voice of the customer
Non-value add/Value Add Waste Analysis (NVA/VA)

Measure Benchmarking
Cost Benefit Analysis

Analyse Weighted Criteria Decision Matrix
Risk Assessment

Design Process Flow
Pilot/Simulation

Verify Piloting and Acceptance

Brainstorming/Cause & Effect

to achieve regulatory market authorisation and are managed by an
external storage contractor. This has an associated cost and risk of
documents going missing, leading to significant rework and potential
regulatory compliance issues.

The validation paper system was identified as a bottleneck with re-
gard to the reviewing and approval process of documents. While a
document could be issued for a pre-approval review via email, it was not
possible to implement the same process for the post-approval of docu-
ments. The post-approval process consisted of the validation team
moving, in most cases, a large volume of documents from desk to desk in
order to obtain all of the document approvers; once a document was left
with an individual for approval, it effectively locked it out of circulation
until they had completed the task. Once approved, the documents were
also scanned individually before being sent for offsite storage.

Defining the VOC or the Voice of the Customer (VOC) was important
in this DMADV project. The VOC is defined as "the customer’s voice,
expectations, preferences, comments, of a product or service in discus-
sion" [54]. In this instance, the customer was classified as the site
management team and the various project teams within the company (as
well as the ultimate medical device user). Their feedback was required
in order to ensure that the correct solution to the initial problem was
identified and implemented successfully.

It was identified that in order to eliminate the delays and potential
compliance issues alongside streamlining the validation process a
paperless digital system would be designed, identified, installed, quali-
fied and implemented across the business.

The project had the full support of senior management from the start.
It was recognised that the benefits of a digitised validation system would
result in heightening compliance with regard to both data integrity and
document storage. The project would also speed up the review and
approval process compared to a paper-based system. As part of a quality
4.0 initiative, the quality manager was designated as the project man-
ager. A cross-functional team consisting of Quality, Validation, Auto-
mation, Engineering and IT Systems was formed.

Digitalised systems were already in use for a number of other func-
tions within the Quality Management System (QMS), and it was iden-
tified that a paperless digitalised system would be installed in order to
reduce the non-value add (NVA) work identified. NVA waste identified
included (Table 2) motion, transport of paperwork for review and
approval, for storage offsite, to and from the printer, waiting for access
to documentation and for printing, defects via missing documentation,
and lack of traceability due to manual nature of the validation process
and movement of documents as well as large levels of paper, files, folder
inventory, and overprocessing of tasks from the start to end of the
validation process.

4.2. Analyse and verify phase
4.2.1. Benchmarking

A benchmarking exercise was carried out to establish a correct
vendor software partner/package for digitalisation and integration
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Table 2
Comparison of before versus after results.

Before -with a paper-based validation
system

After -paperless validation system

e Paper-based
e Slow, inaccurate, manual

Paperless -Digitized

Increased speed, accuracy, and
management of the end-to-end vali-
dation life cycle.

e Poor data integrity (manual, defect- e Systematic data integrity assurance
prone) using ALCOA and ALCOA Plus
principles.

Maintain document consistency and
compliance through template
management.

Ad Hoc report generation to build a
variety of reports quickly and easily.
Real-time access to Validation data.
Controlled access to the

documentation available for trained
personnel.

The digitised system has eliminated
the chance of document loss, the
associated revalidation works, and
compliance issues.

The current status of any project can
be accessed instantly and thereby
quickly identifying any bottlenecks/
issues and allowing remediation works
to commence.

The system can be accessed from a
wide range of mobile devices
(Windows tablets) for mobile
execution.

Documentation is available instantly
for internal and regulatory audits; this
has removed searching for documents
or waiting on the external vendor to
return documents to the site.

Full traceability on the system via
electronic timestamps and audit trails
Real-time document access is enabled
electronically.

Environmental and cost requirements e Paper was eliminated, as was printing,
of paper and printing and offsite and more sustainable benefits were
retrieval and storage
Onsite working required

e A bottleneck was identified with the
manual review and approval process.

Validation stakeholders needed to
access physical documents to check
status/updates/approve/review

Lack of traceability of validation
documents
Offsite storage is required.

realised

Proficient business solution during
and post COVID-19 as it successfully
facilitated remote working for valida-
tion, engineering, and management.
Time savings. Multiple people can
review and approve documents at the
same time.

Real-time access to documents for
auditors with less chance of
observations and findings due to
improved data integrity.

Elimination of document loss

Time spent waiting on accessing
documents for approvals

Delays in Audits

within the existing company structure. The project team conducted an
in-depth review in order to determine what vendors were on the market
which offered a digital solution to the identified problem. The vendor’s
reviews were limited to companies that had proven industry experience
and successful implementation within major organisations. Three ven-
dors were selected from a list of ten vendors following an evaluation
utilising a criteria decision matrix based on criteria such as value for
money, functionality, time to implement and ability to integrate into the
company.

A rating system was used to assess each application, and upon
completion of all testing, in-depth analysis was performed with the focus
group. A survey was conducted post the pilot phase across the Valida-
tion, QA, Engineering, IT and global application teams and the results
showed an 88 % satisfaction rating for one application over the others.
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4.2.2. Risk assessment

All regulatory bodies require adequate risk assessment of processes
which can impact the safety or efficacy of the device. As the data on this
system will be used to validate equipment and processes and will retain
that data, the system is classed as GMP critical and risk assessed
accordingly. A mixture of Failure Mode & Effect Analysis (FMEA) and
the criteria decision matrix mentioned above was utilised to assess po-
tential failure modes and risks in the new design and mitigate, eliminate
or reduce accordingly. Upon completion of this phase, Kneat, a valida-
tion software, was established as the preferred software solution, and
this was based on the results from the piloting and testing combined
with the end users and the business stakeholder requirements.

The system chosen was proven capable of managing all of the current
validation process requirements for Equipment Qualification (EQ),
Cleaning Validation (CV), Computer System Validation (CSV), Facilities
and Utilities Validation, Technology Transfers, Capital Projects and
ongoing expansion projects as well as Regulatory information manage-
ment (RIM) (Fig. 1).

Prior to the close out of this phase, the vendor was audited by the
Supplier Quality Department, confirmed as meeting the necessary re-
quirements and added to the approved Vendor List (AVL)

4.3. Verifying the software design

During the verifying design phase, the new system was validated and
piloted. It was then integrated into the global application IT system and
validated successfully. The validation of the system included its
configuration and functionality and full data integrity verification (audit
trails, timestamps, prevention of manipulation/deletion of data, etc.).

The document numbering template was established, and new pro-
cedures were generated and approved for the operation of the system.
Company X uses an electronic document control system which manages
the update and issuance of all templates used on-site. Templates iden-
tified for use in the digital validation system were exported and created
in the digital validation system and approved. A procedure was intro-
duced to update the templates to ensure both systems align. As a result,
any updates required in the digital validation system will be managed
accordingly.

The vendor provided initial training to the initial SME team prior to
rollout and was involved in the in-depth classroom-based training ses-
sions for the system users for the first six months following imple-
mentation. A training environment simulation was created to assist with

Regulatory
Information
Management

Manufacturing
Equipment &
Critical Utilities
qualification

Laboratory
Equipment
qualification

Digital Validation
System

Capital Project
Delivery

Cleaning Validation
- Process Validation

Equipment
Change-over
qualification

Technical Transfers

SV projects
& Automation
projects

Fig. 1. Capabilities of the digital platform (Source: Authors own derivation).
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the training of end users, and it was available 24/7. In this environment,
users can perform all the tasks that are performed in the production
environment in order to become familiar with the system. Given the
focus on training, a chatbot was also created in order to assist users with
basic training queries, and this was utilised for standard training queries.
An overview of the process is presented in Fig. 2.

Within the Design and Verify phase, brainstorming with the relevant
focus groups and Cause and Effect analysis were used to target and
investigate issues and non-conformances. As the issues were identified
and analysed, the owners were also assigned to close out. In this phase,
the issues identified were associated with training and "nice to have"
with regard to design functionality based on the end users’ experiences
of using the system for a number of months, and this information was
discussed with the vendor.

Reviews of the system also took place during this phase in order to
establish how well the system was running, which established that over
a 2-year pilot, verification and post-implementation period, 6246 doc-
uments were fully approved on the system. Had this project not been
implemented during the COVID-19 pandemic and given the pandemic’s
effect on hybrid working, this level of document approvals would not
have been achievable if the company were using a paper-based system.

4.4. Post-implementation improvement

As users became more familiar with the system and as new users
were added to the system, the requirements to add additional func-
tionality were logged via a feedback monitoring system. This data was
reviewed by system administrators and power users (Validation leads)
on a weekly basis. Several continuous improvement modifications and
application enhancements have been implemented via the organisa-
tion’s LSS and change control system after the 2-year pilot.

e Using Amazon Web Services (AWS) technology for data storage.

e 24/7 support team to respond to alerts and take remediation action

e Functionality to clone documents from one folder to another,
movement of folders in and across Workspaces (i.e. different sites)
and previewing an attached PDF as a document within the applica-
tion as opposed to having to download it directly.

Import
Ext. Doc
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e The introduction of a dashboard for document metrics that allows
instant status updates with regard to individual validation project
documents.

4.5. Current status of paperless validation system

The system is now in use in a number of plants for validation pro-
jects, and it has been implemented across various business streams (both
medical devices and pharmaceuticals). The validation team met weekly
in order to discuss the current status of the system, identification of any
issues and remediation works required. All changes to the system are
risk-assessed as per company procedures and managed under change
control. Any changes are rolled out to the end users via the training
system. The system is managed under the QMS and monitored for issues
via the non-conformance and Corrective Action and Preventative Action
(CAPA) systems. It is also included in the internal audit schedule. The
Effectiveness monitoring is complete for this phase, and it has been
determined that the implementation of the digital validation system was
successful. At present, over 10,000 documents have been approved by
the system

A comparison of the summarised before versus after results is
demonstrated in Table 2.

5. Discussion

The introduction of a digitalised validation system, which removed
the use of paper documents and moved the entire validation process to a
digitalised system as part of a Quality 4.0 project utilising the Lean Six
Sigma DFLSS methodology, was deemed a success (RQ1). The project
had substantial impact and advantages to the way validation is carried
out, the time involved in the validation and the enhancement of data
integrity and the reduction of compliance risk. DFLSS methodology is
widely used across all industries to aid in new process design and
implementation [19]. There is also a synergy between LSS methods and
Industry 4.0 technology to enhance process efficiency and quality while
removing non-value-added waste. This study aligns with other pub-
lished case studies where digitalisation of a process removed non-value
add waste, including over-processing, waiting, under-utilisation of

.
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Fig. 2. Process Map (Source: Author’s own derivation).
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employee skills, opportunity for defects, large quantities of paper and
file inventory, and transporting of paper, documentation and files be-
tween stakeholders and onsite and off-site for storage or audit purposes
[11].

The project had the solid support of the senior management team
from the initial discussions on the digital transition. Alignment from
senior management (not limited to quality management) is a critical
success factor for any Quality 4.0 deployment success. Sony [41] stated
that when using the term top management support, it is not limited to
financial support; it should also extend to the management’s under-
standing of the importance of Quality 4.0. Digitisation is well docu-
mented as a Quality 4.0 tool; it removes paper from the process [13].

In terms of the challenges of implementing Quality 4.0 projects
(RQ2) it has been well documented that the implementation of Quality
4.0 projects runs the risk of failure due to the fact that they need to
consider the human element of an implementation [6]. Company X was
a mature manufacturing facility that had been executing paper-based
validation for over twenty-five years; the human factor and resistance
to change were identified as a risk early in the project, and mitigations
were put in place in order to avoid failure. In alignment with Quality 4.0
literature, it was identified that the early engagement of project mem-
bers was critical to the project’s success [5]. The Subject Matter Experts
(SME’s) identified were not limited to validation and quality personnel;
SME’s from the Operations, Automation, Engineering, IT and Process
departments were brought on board early in the project and were
involved heavily in the define, design and implementation processes.
Training was identified as a major critical success factor that needed
careful management in order to ensure successful implementation [55].

In order for the post implemtation phase of the project to be executed
successfully it was critical that the project sponsors ensure there is
continuous investment in retraining. Company X has managed this
through a dedicated training program that continuously provides sup-
port and training as required and manages a process of continuous
improvement with regard to training rollouts.

6. Conclusion

The objective of this research was to examine the current status of
digitalised systems within the Irish Medtech and Pharmaceutical in-
dustries. The digitalised system was successfully installed and validated
in a highly regulated medical device manufacturing facility.

The case study provides evidence that Company X has seen multiple
benefits from switching to a digitalised system, including a more
streamlined validation process, the elimination of compliance risk with
regard to missing documents, and the facilitating of real-time data re-
view and analysis. The study demonstrates the importance of imple-
menting a robust training and communications program to ensure the
VOC is continuously being met and to help offset any resistance to
change in a digitisation deployment.

This study has implications for practice as it can be benchmarked by
manufacturers who have yet to switch over to digitalised systems. The
study is the first of its kind in a larger Medical device multinational with
a 2-3 year implementation and post-implementation case study,
demonstrating the benefits and challenges to the deployment of paper-
less validation systems. The study has social and environmental sus-
tainability implications as it demonstrates how digitised systems can
reduce non-value add work, free up time, and enable hybrid working
while reducing paper and enhancing site sustainability. From a theo-
retical implications viewpoint, this study has Quality 4.0 benefits to
manufacturers and employees and fills a gap within the academic
literature.

7. Limitations

A limitation of this study was that it was a single-site case study and
took place in a large enterprise (LE). Future research could look at
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deployments within Small to medium enterprises (SMEs) and carry out
mixed-method studies of multiple organisations to research other the-
matic areas related to Quality 4.0 deployment.
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